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In recent years, blockchain technology has been widely used, and related
applications have sprung up one after another. Among them, smart contracts are a
special agreement that is used when formulating contracts in the blockchain, and smart
contracts are put into the decentralized blockchain platform. , and distributed among
various nodes, waiting for the execution of the contract, which contains code functions,
which can also interact with other contracts, make decisions, store data, and transmit
ether. In this special topic, Solidity is used to develop smart contracts, and the Ganache
e-wallet platform is used to test the feasibility of the program, allowing applications to
develop smart contracts to make transactions more transparent.

The characteristics and risks of private smart contracts deployed on permissioned
private blockchains are different. One property of private blockchains and smart
contracts is having a network administrator, which can be a person, a group of people,
or a set of rules, which makes them a target for cyberattacks. Another important feature
of it is the immutability of the code. Therefore, it does not allow any part to change
written code or terminology alone. It prevents harmful cyber-attacks on the code, as
network administrators are alerted to intrusions that might try to change the code. As an
additional property, transactions are traceable and permanently recorded on the
blockchain. Journal of Information Security> Vol.10 No.1, January 2019.

Through the program development process and literature discussion, we found that
the common risks of blockchain include 51% security attacks, private key custody,
criminal activities, double payment problems, information leakage and other issues.
Sequential execution or malicious modification of block timestamps by miners can
affect the correctness of smart contracts.

Smart contracts allow for trusted transactions that are traceable but irreversible
without third parties, and reduce other transaction costs associated with contracts. We
hope that the final smart contract can complete the above content and solve the
shortcomings of the current smart contract, improve its mechanism, improve the
problems encountered by the current smart contract, and apply the blockchain smart
contract to business development behaviors to speed up transactions and safety.
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